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SOAP API/Web Service
This document, its contents and the concepts expressed in it are the property and copyright of humyo.com Ltd. (“HUMYO”) and may not be published, reproduced, copied or disclosed without the express permission of HUMYO.
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Overview
You can use the humyo.com API to create applications and web sites which integrate with the humyo.com online storage service. The humyo.com API is provided as a set of SOAP web services. Most modern programming languages have libraries and tools to create software which interfaces with SOAP web services.
API Details

	SOAP Endpoint
	https://www.humyo.com/Pages/SOAP

	WSDL Location
	http://www.humyo.com/Assets/StorageAPI.wsdl


Authentication

Every session with the humyo.com API must start with authentication.

Ordinarily, the getSessionToken method is called with a users login credentials. The token returned is used in subsequent API methods. The token will become invalid after 30 minutes or when the client changes the IP address with which it connects to the humyo.com service.
In some cases, there may be alternative arrangements made for authenticating your API requests, such as client SSL certificates, in which case you will not need to use the getSessionToken method or include an authentication token in the parameters to each API request.
Users & Organisations

Each user account in the humyo.com system has a unique identifier, referred to as its User ID. An e-mail address for a user account may be changed but the User ID will always stay the same.

An organisation is a collection of users and other organisations. User accounts always have privileges to perform actions relating to their own account, but may also have permissions to perform certain other actions such as create new user accounts in certain organisations.

Storage Space Layout
Each user has a home folder which is the root of their humyo.com storage space. A folder may contain other folders and files. Each object (file or folder) has a unique identifier, referred to as its Object ID. Object IDs are alphanumeric.

Errors/Faults

In the event of an error occurring, a SOAP fault will be generated, the fault string will explain the error. 
There are some general fault strings:

	Fault String
	Explaination

	NO_XXX
	The field XXX was not submitted as is required.

	INVALID_XXX
	The value for the XXX field is not acceptable.

	PERMISSION_DENIED
	The account given in the auth token does not have privileges to perform the requested operation.


For each method, the other possible fault strings are listed in this document together with their meanings.

Methods
getSessionToken
Takes the login (e-mail address) and password for a user account and returns an authentication token for the user. The authentication token is used in the other API methods relating to authenticate the request. The token will become invalid after 30 minutes or when the client changes the IP address with which it connects to the humyo.com service. The token will not become invalid when the password of the user account is changed.
Input

	Parameter
	Format
	Description

	email
	string
	The e-mail address of a user account.

	password
	string
	The password for the user account.

	service
	string
	The service the auth token is to be used for. Use “API v1.0” unless instructed otherwise by humyo.com technical support.


Output

	Parameter
	Format
	Description

	authToken
	string
	Authentication token.

	user_id
	integer
	User ID of the user account. 


Faults
	Fault String
	Description

	NO_EMAIL
	The email parameter was not received.

	NO_PASSWORD
	The password parameter was not received.

	LOGIN_INVALID
	The email and password combination is not valid. Either no account for the email address exists or the password is incorrect.

	ACCOUNT_LOCKED
	The email and password are correct, but the account is not currently available. This may be due to system maintenance or an issue with the account.


Example
	Request
	<SOAP-ENV:Envelope xmlns:SOAP-ENV="http://schemas.xmlsoap.org/soap/envelope/" xmlns:SOAP-ENC="http://schemas.xmlsoap.org/soap/encoding/" xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" xmlns:xsd="http://www.w3.org/2001/XMLSchema">

<SOAP-ENV:Body>


<m:getSessionToken xmlns:m="http://www.humyo.com/Storage/API" SOAP-ENV:encodingStyle="http://schemas.xmlsoap.org/soap/encoding/">



<email xsi:type="xsd:string">me@mydomain.com</email>



<password xsi:type="xsd:string">mypass</password>




<service xsi:type="xsd:string">API v1.0</service>


</m:getSessionToken>

</SOAP-ENV:Body>
</SOAP-ENV:Envelope>

	Response
	<?xml version="1.0" encoding="UTF-8"?>
<soap:Envelope xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" xmlns:soapenc="http://schemas.xmlsoap.org/soap/encoding/" xmlns:xsd="http://www.w3.org/2001/XMLSchema" soap:encodingStyle="http://schemas.xmlsoap.org/soap/encoding/" xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/" xmlns:humyo="http://www.humyo.com/Storage/API">

<soap:Body>


<humyo:getSessionTokenResponse>



<authToken xsi:type="xsd:string">ZDJmZTBlNmViYTg5MTDI4IQ==</authToken>



<user_id xsi:type="xsd:string">28</user_id>


</humyo:getSessionTokenResponse>

</soap:Body>
</soap:Envelope>


createUser

Creates a new user account. The account to which the authentication token applies must have privileges to create users in the specified organisation. Generally only humyo.com partners and business customers may have privileges to create users and can grant privileges over their organisation(s) from the web interface.
Input

	Parameter
	Format
	Description

	authToken
	string
	The authentication token for a user account with privileges over the organisation specified as returned by the getSessionToken method.

	organisationId
	integer
	The Organisation ID of the organisation in which to create the user. This can be obtained from the web interface.

	planId
	integer
	The Plan ID of the plan to apply to the created user. This can be obtained from the web interface.

	email
	string
	A valid e-mail address for the user account. Together with the password this will be the users login.

	name
	string
	The screen name for the user account.
(must match /^[^\/\\:\*\?""<>\|]+$/)

	password
	string
	The password for the user account
(must match /^[\w\d!"\$\%\^\&\*\(\)\_\-\+\=\@\~\#\?\<\>\.,\\\'\[\}\{\}]{4,255}$/)

	country
	string
	The country the user is in.
(must be an ISO 3166-1-alpha-2 code)

	suspended
	bool
	Whether the user account should be created in suspended state.


Output

	Parameter
	Format
	Description

	userId
	integer
	User ID of the created user account. Your application may wish to store this to enable it to edit the user account at a later time.


Faults

	Fault String
	Description

	EMAIL_TAKEN
	There is already a user account with the specified e-mail address.

	OVER_QUOTA
	The specified organisation already has the maximum permitted number of user accounts in it.

	ACCOUNT_IN_DEBT
	The planId requires payment but the billing account does not have sufficient credit to cover the initial charge.


Example
	Request
	<SOAP-ENV:Envelope xmlns:SOAP-ENV="http://schemas.xmlsoap.org/soap/envelope/" xmlns:SOAP-ENC="http://schemas.xmlsoap.org/soap/encoding/" xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" xmlns:xsd="http://www.w3.org/2001/XMLSchema">

<SOAP-ENV:Body>


<m:createUser xmlns:m="http://www.humyo.com/Storage/API" SOAP-ENV:encodingStyle="http://schemas.xmlsoap.org/soap/encoding/">



<authToken xsi:type="xsd:string">OGU2NN2UyYjIyYWI3YmQ0N2RhNDc1NzMh</authToken>



<organisationId xsi:type="xsd:nonNegativeInteger">1</organisationId>



<planId xsi:type="xsd:nonNegativeInteger">1</planId>



<email xsi:type="xsd:string">joe@bloggs.com</email>



<name xsi:type="xsd:string">Joe Bloggs</name>



<password xsi:type="xsd:string">LetMeIn</password>



<country xsi:type="xsd:string">GB</country>



<suspended xsi:type="xsd:boolean">0</suspended>


</m:createUser>

</SOAP-ENV:Body>
</SOAP-ENV:Envelope>

	Response
	<?xml version="1.0" encoding="UTF-8"?>
<soap:Envelope xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" xmlns:soapenc="http://schemas.xmlsoap.org/soap/encoding/" xmlns:xsd="http://www.w3.org/2001/XMLSchema" soap:encodingStyle="http://schemas.xmlsoap.org/soap/encoding/" xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/" xmlns:humyo="http://www.humyo.com/Storage/API">

<soap:Body>


<humyo:createUserResponse>



<userId xsi:type="xsd:string">52</userId>


</humyo:createUserResponse>

</soap:Body>
</soap:Envelope>


modifyUser

Modifies an existing user account. The account to which the authentication token applies must have privileges to modify users in the organisation which contains the user to be modified. Generally only humyo.com partners and business customers may have privileges to modify users other than themselves. If you do not wish to modify some parameters, they can be omitted. Plan may only be modified by a user with the permission to change plans for users in the organisation which contains the user.
Input

	Parameter
	Format
	Description

	authToken
	string
	The authentication token for a user account with privileges over the organisation which contains the user as returned by the getSessionToken method.

	userId
	integer
	The User ID of the user account to be modified.

	planId
	integer
	The Plan ID of the plan to apply to the user. This can be obtained from the web interface.

	email
	string
	A valid e-mail address for the user account. If this is changed, so does the user’ login.

	name
	string
	The screen name for the user account
(must match /^[^\/\\:\*\?""<>\|]+$/)

	password
	string
	The password for the user account
(must match /^[\w\d!"\$\%\^\&\*\(\)\_\-\+\=\@\~\#\?\<\>\.,\\\'\[\}\{\}]{4,255}$/)

	country
	string
	The country the user is in.
(must be an ISO 3166-1-alpha-2 code)

	suspended
	bool
	Whether the user account should be suspended. Suspended accounts can be logged into but the user is informed their service is suspended and data cannot be accessed.


Output

	Parameter
	Format
	Description

	userId
	integer
	User ID of the modified user account.


Faults

	Fault String
	Description

	PLAN_NOT_AVAILABLE
	The plan specified is not available for the organisation of the user.

	EMAIL_TAKEN
	There is already a user account with the specified e-mail address.

	NOT_FOUND
	The specified userId was not found.


Example
	Request
	<SOAP-ENV:Envelope xmlns:SOAP-ENV="http://schemas.xmlsoap.org/soap/envelope/" xmlns:SOAP-ENC="http://schemas.xmlsoap.org/soap/encoding/" xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" xmlns:xsd="http://www.w3.org/2001/XMLSchema">

<SOAP-ENV:Body>


<m:modifyUser xmlns:m="http://www.humyo.com/Storage/API" SOAP-ENV:encodingStyle="http://schemas.xmlsoap.org/soap/encoding/">



<authToken xsi:type="xsd:string">OGU2NZjU1N2UyYjIyYWI3YmQ0N2RhNDc1NzMh</authToken>



<userId xsi:type="xsd:nonNegativeInteger">52</userId>



<password xsi:type="xsd:string">newPassword</password>


</m:modifyUser>

</SOAP-ENV:Body>
</SOAP-ENV:Envelope>

	Response
	<?xml version="1.0" encoding="UTF-8"?>
<soap:Envelope xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" xmlns:soapenc="http://schemas.xmlsoap.org/soap/encoding/" xmlns:xsd="http://www.w3.org/2001/XMLSchema" soap:encodingStyle="http://schemas.xmlsoap.org/soap/encoding/" xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/" xmlns:humyo="http://www.humyo.com/Storage/API">

<soap:Body>


<humyo:modifyUserResponse>



<userId xsi:type="xsd:string">52</userId>


</humyo:modifyUserResponse>

</soap:Body>
</soap:Envelope>


deleteUser

Delete an existing user account. The authentication token must be for the account to be deleted or for an account to which has privileges to delete users in the organisation which contains the user to be deletes. Generally only humyo.com partners and business customers may have privileges to delete users other than themselves.

Input

	Parameter
	Format
	Description

	authToken
	string
	The authentication token for a user account with the needed privileges as returned by the getSessionToken method.

	userId
	integer
	The User ID of the user account to be deleted.


Output

	Parameter
	Format
	Description

	deleteUserReturn
	string
	The string ‘USER_DELETED’


Faults

	Fault String
	Description

	NOT_FOUND
	A user account was not found for the specified userId.

	HAS_SUBSCRIPTIONS
	There are active subscriptions for this user account. They must be cancelled before the user can be removed.


Example
	Request
	<SOAP-ENV:Envelope xmlns:SOAP-ENV="http://schemas.xmlsoap.org/soap/envelope/" xmlns:SOAP-ENC="http://schemas.xmlsoap.org/soap/encoding/" xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" xmlns:xsd="http://www.w3.org/2001/XMLSchema">

<SOAP-ENV:Body>


<m:deleteUser xmlns:m="http://www.humyo.com/Storage/API" SOAP-ENV:encodingStyle="http://schemas.xmlsoap.org/soap/encoding/">



<authToken xsi:type="xsd:string">OGU2NjEwNTcwZmJlZTk2NTAxZjU1N2UyYjIyYWI3YmQ0N2RhNDc1NzMh</authToken>



<userId xsi:type="xsd:nonNegativeInteger">52</userId>


</m:deleteUser>

</SOAP-ENV:Body>
</SOAP-ENV:Envelope>

	Response
	<?xml version="1.0" encoding="UTF-8"?>
<soap:Envelope xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" xmlns:soapenc="http://schemas.xmlsoap.org/soap/encoding/" xmlns:xsd="http://www.w3.org/2001/XMLSchema" soap:encodingStyle="http://schemas.xmlsoap.org/soap/encoding/" xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/" xmlns:humyo="http://www.humyo.com/Storage/API">

<soap:Body>


<humyo:deleteUserResponse>



<deleteUserReturn xsi:type="xsd:string">USER_DELETED</deleteUserReturn>


</humyo:deleteUserResponse>

</soap:Body>
</soap:Envelope>


getUser

Get the current details for a specified user. A user can be queried using a User ID in which case the user account with the specified User ID is returned, or by using an Organisation ID and email address in which case the user account with the specified e-mail address in the specified organisation is returned. The authentication token must be for the user account being queried or for an account  which has privileges to view users in the organisation which contains the user to be retrieved. Generally only humyo.com partners and business customers may have privileges to get users other than themselves.

Input

	Parameter
	Format
	Description

	authToken
	string
	The authentication token for a user account with privileges over the organisation which contains the user as returned by the getSessionToken method.

	userId
	integer
	The User ID of the user account to be returned.

	organisationd
	integer
	The Organisation ID of the organisation to search in. Not required if userId is specified.

	email
	string
	The e-mail address for the user account to be queried. Must be specified in conjunction with organisationId.


Output

	Parameter
	Format
	Description

	userId
	integer
	User ID of the user account.



	planId
	integer
	The Plan ID of the plan the user account is presently on.

	email
	string
	The e-mail address for the user account.

	name
	string
	The screen name for the user account.

	country
	string
	The country for the user account.

	suspended
	bool
	Whether the user account is suspended.


Faults

	Fault String
	Description

	NOT_FOUND
	No user account was found.


Example
	Request
	<SOAP-ENV:Envelope xmlns:SOAP-ENV="http://schemas.xmlsoap.org/soap/envelope/" xmlns:SOAP-ENC="http://schemas.xmlsoap.org/soap/encoding/" xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" xmlns:xsd="http://www.w3.org/2001/XMLSchema">

<SOAP-ENV:Body>


<m:getUser xmlns:m="http://www.humyo.com/Storage/API" SOAP-ENV:encodingStyle="http://schemas.xmlsoap.org/soap/encoding/">



<authToken xsi:type="xsd:string">OGU2NZjU1N2UyYjIyYWI3YmQ0N2RhNDc1NzMh</authToken>



<userId xsi:type="xsd:nonNegativeInteger">52</userId>


</m:getUser>

</SOAP-ENV:Body>
</SOAP-ENV:Envelope>

	Response
	<?xml version="1.0" encoding="UTF-8"?>
<soap:Envelope xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" xmlns:soapenc="http://schemas.xmlsoap.org/soap/encoding/" xmlns:xsd="http://www.w3.org/2001/XMLSchema" soap:encodingStyle="http://schemas.xmlsoap.org/soap/encoding/" xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/" xmlns:humyo="http://www.humyo.com/Storage/API">

<soap:Body>


<humyo:getUserResponse>



<userId xsi:type="xsd:string">52</userId>

         <planId xsi:type="xsd:nonNegativeInteger">1</planId>



<email xsi:type="xsd:string">joe@bloggs.com</email>



<name xsi:type="xsd:string">Joe Bloggs</name>



<password xsi:type="xsd:string">LetMeIn</password>



<country xsi:type="xsd:string">GB</country>



<suspended xsi:type="xsd:boolean">1</suspended>


</humyo:getUserResponse>

</soap:Body>
</soap:Envelope>

	
	


getSharing

Retrieve the sharing settings for an object.

Input

	Parameter
	Format
	Description

	authToken
	string
	The authentication token for the user account as returned by the getSessionToken method.

	objectId
	string
	The Object ID of the object to retrieve sharing settings for.


Output

	Parameter
	Format
	Description

	shareSpec
	complex
	shareSpec


Example
	Request
	<SOAP-ENV:Envelope xmlns:SOAP-ENV="http://schemas.xmlsoap.org/soap/envelope/" xmlns:SOAP-ENC="http://schemas.xmlsoap.org/soap/encoding/" xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" xmlns:xsd="http://www.w3.org/2001/XMLSchema">

<SOAP-ENV:Body>


<m:getSharing xmlns:m="http://www.humyo.com/Storage/API" SOAP-ENV:encodingStyle="http://schemas.xmlsoap.org/soap/encoding/">



<authToken xsi:type="xsd:string">G2OTzgwZWY0Nlh QDc4Yz5Y2UZDQ2ONYTU2O0M2EwMjEzZ</authToken>



<objectId xsi:type="xsd:string">47673554</objectId>


</m:getSharing>

</SOAP-ENV:Body>
</SOAP-ENV:Envelope>

	Response
	<?xml version="1.0" encoding="UTF-8"?>
<soap:Envelope xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" xmlns:soapenc="http://schemas.xmlsoap.org/soap/encoding/" xmlns:xsd="http://www.w3.org/2001/XMLSchema" soap:encodingStyle="http://schemas.xmlsoap.org/soap/encoding/" xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/" xmlns:humyo="http://www.humyo.com/Storage/API">

<soap:Body>


<humyo:getSharingResponse>



<humyo:shareSpec soapenc:arrayType="humyo:shareSpecEntry[3]" xsi:type="humyo:shareSpec">




<item xsi:type="humyo:shareSpecEntry">





<level xsi:type="xsd:string">read</level>





<entity xsi:type="xsd:string">dan@dansplace.co.uk</entity>




</item>




<item xsi:type="humyo:shareSpecEntry">





<level xsi:type="xsd:string">read</level>





<entity xsi:type="xsd:string">friends</entity>




</item>




<item xsi:type="humyo:shareSpecEntry">





<level xsi:type="xsd:string">read</level>





<entity xsi:type="xsd:string">world</entity>




</item>



</humyo:shareSpec>


</humyo:getSharingResponse>

</soap:Body>
</soap:Envelope>


setSharing

Set the sharing settings for an object. The method is recursive, the specified sharing settings will be applied to the specified object and to any objects below it in the folder hierarchy. To add or remove a specific share setting, retrieve the sharing settings for the object using the getSharing method, make the necessary changes to the shareSpec and send the resultant shareSpec in this method.
Input

	Parameter
	Format
	Description

	authToken
	string
	The authentication token for the user account as returned by the getSessionToken method.

	objectId
	string
	The Object ID of the object to set sharing settings on.

	shareSpec
	complex
	shareSpec


Output

	Parameter
	Format
	Description

	result
	string
	The string ‘OK’


Faults
	Fault String
	Description

	INVALID_SHARE_SPEC
	The data passed in the shareSpec parameter does not conform to the specification defined in the Data Types section.

	INVALID_PERM
	One or more of the share levels specified in the shareSpec are not valid.

	INVALID_EMAIL
	One or more of the email addresses in the shareSpec to share with is invalid. Note that any entity in the shareSpec which is not one of the pre-defined types will be treated as an e-mail address to share with.


Example
	Request
	<SOAP-ENV:Envelope xmlns:SOAP-ENV="http://schemas.xmlsoap.org/soap/envelope/" xmlns:SOAP-ENC="http://schemas.xmlsoap.org/soap/encoding/" xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" xmlns:xsd="http://www.w3.org/2001/XMLSchema">

<SOAP-ENV:Body>


<m:setSharing xmlns:m="http://www.humyo.com/Storage/API" SOAP-ENV:encodingStyle="http://schemas.xmlsoap.org/soap/encoding/">



<authToken xsi:type="xsd:string">G2OTzgwZWY0Nlh QDc4Yz5Y2UZDQ2ONYTU2O0M2EwMjEzZ</authToken>



<objectId xsi:type="xsd:string">44</objectId>



<shareSpec xsi:type="SOAP-ENC:Array" SOAP-ENC:arrayType="m:shareSpecEntry[1]">




<m:item0 xsi:type="m:shareSpecEntry">





<entity xsi:type="xsd:string">world</entity>





<level xsi:type="xsd:string">read</level>




</m:item0>



</shareSpec>


</m:setSharing>

</SOAP-ENV:Body>
</SOAP-ENV:Envelope>

	Response
	<?xml version="1.0" encoding="UTF-8"?>
<soap:Envelope xmlns:namesp1="http://namespaces.soaplite.com/perl" xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" xmlns:soapenc="http://schemas.xmlsoap.org/soap/encoding/" xmlns:xsd="http://www.w3.org/2001/XMLSchema" soap:encodingStyle="http://schemas.xmlsoap.org/soap/encoding/" xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/">

<soap:Body>


<setSharingResponse xmlns="http://www.humyo.com/Storage/API">



<result xsi:type="xsd:string">OK</result>


</setSharingResponse>

</soap:Body>
</soap:Envelope>


addContact

Add a contact to the users contact list. A users contact list is not the same as their friends list. Users can configure whether to make users added to their contact list friends automatically. Users can quickly share files with people in their contacts list from the web interface. The method is intended to allow applications to synchronise a local contact list, such as that in an e-mail client with the HUMYO server.

Input

	Parameter
	Format
	Description

	authToken
	string
	The authentication token for the user account as returned by the getSessionToken method.

	email
	string
	The e-mail address of the contact to be added.

	name
	string
	The full name of the contact to be added. Forenames and Surnames should be concatenated with a separating space and sent as one string in this parameter.

Only unicode alphanumeric, space, period (.) and single quote (‘) characters are allowed.


Output

	Parameter
	Format
	Description

	result
	string
	The string ‘CONTACT_ADDED’ indicates that the contact was added to the users contact list.

The string ‘CONTACT_EXISTS’ indicates that the contact was already on the users contact list.


Example
	Request
	<SOAP-ENV:Envelope xmlns:SOAP-ENV="http://schemas.xmlsoap.org/soap/envelope/" xmlns:SOAP-ENC="http://schemas.xmlsoap.org/soap/encoding/" xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" xmlns:xsd="http://www.w3.org/2001/XMLSchema">

<SOAP-ENV:Body>


<m:addContact xmlns:m="http://www.humyo.com/Storage/API" SOAP-ENV:encodingStyle="http://schemas.xmlsoap.org/soap/encoding/">



<authToken xsi:type="xsd:string">G2OTzgwZWY0Nlh QDc4Yz5Y2UZDQ2ONYTU2O0M2EwMjEzZ</authToken>



<email xsi:type="xsd:string">jamroe@gmail.com</email>



<name xsi:type="xsd:string">James Roe</name>


</m:addContact>

</SOAP-ENV:Body>
</SOAP-ENV:Envelope>

	Response
	<?xml version="1.0" encoding="UTF-8"?>
<soap:Envelope xmlns:namesp1="http://namespaces.soaplite.com/perl" xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" xmlns:soapenc="http://schemas.xmlsoap.org/soap/encoding/" xmlns:xsd="http://www.w3.org/2001/XMLSchema" soap:encodingStyle="http://schemas.xmlsoap.org/soap/encoding/" xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/">

<soap:Body>


<addContactResponse xmlns="http://www.humyo.com/Storage/API">



<result xsi:type="xsd:string">CONTACT_EXISTS</result>


</addContactResponse>

</soap:Body>
</soap:Envelope>


getJournalSince

Retrieve the journal of file changes which have taken place in the users storage space on or after the time specified. Replication/synchronisation applications may poll this method periodically to discover any changes on the server to be replicated to the client. A client should store the time of the latest journal entry in the response to be sent as the timestamp in the next poll.

Input

	Parameter
	Format
	Description

	authToken
	string
	The authentication token for the user account as returned by the getSessionToken method.

	timeStamp
	string
	UTC time in YYYY-MM-DD HH:MM:SS format.

The time must be a UTC value, not a local time.


Output

	Parameter
	Format
	Description




	journal



Example
	Request
	<SOAP-ENV:Envelope xmlns:SOAP-ENV="http://schemas.xmlsoap.org/soap/envelope/" xmlns:SOAP-ENC="http://schemas.xmlsoap.org/soap/encoding/" xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" xmlns:xsd="http://www.w3.org/2001/XMLSchema">

<SOAP-ENV:Body>


<m:getJournalSince xmlns:m="http://www.humyo.com/Storage/API" SOAP-ENV:encodingStyle="http://schemas.xmlsoap.org/soap/encoding/">



<authToken xsi:type="xsd:string">NDc4YzYwZWY5Y2M4OGU2OTlhZDQ2OTU2OGQ0M2EwMzg0NjE2MDFjMDMh</authToken>



<timeStamp xsi:type="xsd:string">2007-04-03 10:43:56</timeStamp>


</m:getJournalSince>

</SOAP-ENV:Body>
</SOAP-ENV:Envelope>

	Response
	<?xml version="1.0" encoding="UTF-8"?>
<soap:Envelope xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" xmlns:soapenc="http://schemas.xmlsoap.org/soap/encoding/" xmlns:xsd="http://www.w3.org/2001/XMLSchema" soap:encodingStyle="http://schemas.xmlsoap.org/soap/encoding/" xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/" xmlns:humyo="http://www.humyo.com/Storage/API">

<soap:Body>


<humyo:getJournalSinceResponse>



<humyo:journal soapenc:arrayType="humyo:journalEntry[3]" xsi:type="humyo:journal">




<item xsi:type="humyo:journalEntry">





<detail xsi:nil="true"/>





<timestamp xsi:type="xsd:dateTime">2007-05-18T14:07:44Z</timestamp>





<type xsi:type="xsd:string">Delete</type>





<uri xsi:type="xsd:string">/CIMG0448.jpg</uri>




</item>




<item xsi:type="humyo:journalEntry">





<detail xsi:nil="true"/>





<timestamp xsi:type="xsd:dateTime">2007-05-18T14:09:30Z</timestamp>





<type xsi:type="xsd:string">Delete</type>





<uri xsi:type="xsd:string">/testfile.txt</uri>




</item>




<item xsi:type="humyo:journalEntry">





<detail xsi:nil="true"/>





<timestamp xsi:type="xsd:dateTime">2007-05-18T14:26:00Z</timestamp>





<type xsi:type="xsd:string">Delete</type>





<uri xsi:type="xsd:string">/AcroPro80_efg.exe</uri>




</item>



</humyo:journal>


</humyo:getJournalSinceResponse>

</soap:Body>
</soap:Envelope>


Data Types

The following complex data types are used by the API methods.
shareSpec

Specification
A list/array of sharing settings. Each setting has the following attributes.
	Parameter
	Format
	Description

	entity
	string
	The entity to share the object with.

‘world’ – The entire Internet
‘friends’ – People in the users friends list
E-mail address of a specific person

	level
	string
	The level of access the entity should be given.

read

May view/download existing files

create

May view/download existing files and create new files and folders

change

May view/download and change files and create new files and folders

full

May view/download, create, change and delete files and folders




Details

Only the ‘read’ level may be set for the ‘world’ entity.
The ability for an entity to obtain a list of files in a folder is governed by its ability to view files in that folder. If an entity has read level for a specific file, the user will be able to view that file and obtain a listing for its containing folder – the folder listing will only include the file(s) the user has read access to, files the user does not have access to are not shown in a folder listing.

A user always has full access to all objects in their storage space, regardless of the objects sharing settings. The user to whom the files belong is not included in the shareSpec for an object. Consequently a shareSpec with no entries indicates that the object is only accessible by the user to whom it belongs.
journal
Specification
A list/array of journal entries. Each journal entry having the following attributes.

	Parameter
	Format
	Description

	uri
	string
	Path of the object to which the jourmal entry refers.
Paths which begin with / are relative to the user’s storage space, paths which do not begin with / are relative to the root of the HUMYO file system. At present, only paths relative to the users storage space will occur.

	type
	string
	The type of change which occurred - ‘Delete’, ‘Move’, ‘Copy’ or ‘Modified’

	detail
	string
	Additional detail.

For changes of type ‘Move’ and ‘Copy’ populated with the uri the object was moved or copied to.

	timestamp
	dateTime
	UTC time in ISO 8601 format (YYYY-MM-DDTHH:MM:SSZ) when the change occurred.


Details
The Delete type indicates that the object and all objects below it in the hierarchy were deleted.

The Move and Copy types indicate that the object in the uri was moved or copied to the uri in the detail field. The Move and Copy entries are not recursive - when a folder is moved or copied, a Move/Copy entry will exist for each object below it in the hierarchy – this is because the name of a child object may change to avoid conflicts (i.e. when an object with the same name exists in the destination folder).
The Modified type indicates that the data in the object was created or changed. The Modified entry occurs when the data in the object changes, not when the objects meta data (such as its path) changes. The uri is the current path of the object even if the objects path was changed (through a Move or Copy entry) after the timestamp of the Modified entry.

Since the Delete, Move and Copy types are recorded at the time the modification takes place, a journal may contain multiple entries for the same object. E.g. a file is moved to a folder, then moved to another folder, then moved to another folder, then deleted – the journal contains 3 Move entries and 1 Delete entry as opposed to 1 Delete entry.

The server does not process actions into one action because modifications may have taken place on the client. Consequently, it will be necessary for the synchronisation application to the order of changes on both the client and the server to determine what actions to take any how to deal with any conflicts which may exist.

A replication/synchronisation application should process the entire journal to determine a set of actions to take, rather than playing the journal entry by entry on its local files. 
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